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File

Hash (SHA-1)
Name

Sl olezles )l peg—a> > CISA
4wl Ly Adobe ColdFusion > ago (gydia—wl
4 gl wyimwd (gl 9.8 wa_i g CVE-2023-26360
S gha! (ol iwiol LA’ 313 Hla s (gloygyw
O )9y w350 pol)d 1) )9y w (59) ) ) slg—2>
Hidbipe J3 )b 4o phicawl gbadws o, oo
+ Adobe ColdFusion 2018 Update 15 and older

+  Adobe ColdFusion 2021 Update 5 and earlier

lygiwd jl eslaiwl Ly (ylazlge (CISA ()l S b
Cold- Lo o5y0 (5)9—i5pl> yuumo 4y S HTTP POST

g LS)J.)JW_M)T O—2 jl g 50 e lao Fusion
L SOy glazlge 3 iS50 (5)l5)00y00 )l810 Hla i wl

Description

VirusTotal[3« ] flags this file as malicious. This

see.exe b6818d2d5chd902ce23461f24fc47624937250e6

edge.exe

was located in DASRECYCLE.BIN.

The dynamic-link library (DLL) file msedge.d11

attempted to execute via edge.exe but received

75a8ceded49626929877c2d55f6ce13551d93ff4  @N &Tor

Note: This file is part of the official Microsoft
Edge browser and is a cookie exporter.

Analysis confirmed at least three subnets were

fscan.exe be332bbe2e2ed9ele57d8aafalc00aa77d4b8656 scanned using fscan.exe, which was launched

RC.exe 9126b8320d18a52b1315d5ada08e1c380d18806h

from the C:\IBM directory [11046« .

RCDLL .d11 attempted to execute via RC. exe
but received an error.

Note: This file is part of the official Windows
operating system and is called Microsoft
Resource Compiler.

Cawl 63)5 o3laiwl dlas (gl )3 azlge a5 (lo)lil

iS50 4_uogs signed software execution (gloc wlus gh—=1 g WAF Ly Jlgy 016 (gilaslely caSu i (gaiorwmis

1-web shell
2- SAM

Adobe ColdFusion 5 (5l (g3l So jl (61550050 9
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Force SK. | [Compromise SK., | | Reuse SK after t2,
via a MitM | |break past sessions broken future
(A3 or AG), since t,, broken secrecy (Al, A2, A3,
sniff forward secrecy A4, A5, and A6)
| | | >
4 k2 Ly tme|
?-C-hariie as Alice Bob

[ |

< Charlie knows SK ¢, Bob knows PK >

BA4, LSC
BAB. LSC or SC
Switch To Central Role

ChRe
g Ec

Accept SK Entropy
SD¢

Accept SK Diversifer

-

[ SKc = KDFrsc(PK, BAp, ACc,SEc,5Dc) )
el = En(??ll, Sf\-(")
Ctz —- E“(?le_. Sj\_{"]
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1-man-in-the-middle
2- session key
3-SKC
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Apache Tomcat 48 g pisowwT GiS

25U s ¥game
Apache Tomcat.Tomcat Jgamo (gpdaca—wl ¢l
L5 11.0.0-M10 10.1.0-M1 L3 11.0.0-M1 gloax_ws

e =51)8.5.95158.5.0499.0.82L59.0.0-M1 10.1.15

kel sldasogs
L)l 4 Cod By £yl )3 h)lS d9-id0 4oyl
pla8l , ,; (gax_wi 4« Apache Tomcat.Tomcat
Ut IY)

#3232 L11.0.0-M11 asws Apache Tomcat

#3232 L 10.1.16 asuws Apache Tomcat

P332 L 9.0.83 azuws Apache Tomcat

#2032 L 8.5.96 asuws Apache Tomcat

SOFTWARE FOUNDATION
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1-Virtual Router Redundancy Protocol
2- Redundancy

3-Interface

4-Man in the Middle

‘ ‘ LOKI jljal 51 a3lisieol b VRRP JSSigyn 55 (53lus 3y dlas (isjgel

LOKI 4f 330 3l salisut b

4 dla> 69 =5 @y)ls 3l dbjgel (593)bw il )

5l (ijesl Iy LOKI I3l 5l eslasiwl Ly VRRP S50,

o3lasiwl oaSu i )3 "(-S59;8l sLul (gl VRRP JS 59
AL )5 loaSdd Ly bLS)l gho baSuids -390
3 .S wliiv Default Gateway ()lg—ic a1y ()3T S
JSino jLzd (> y o 4 Default Gateway 45 ()90
Solg> g b o o5 (glodSuid Ly aSuds bLG)l g
iz Lo 93 pleSioe (fSmine 2l ) e g 0
Default Gateway lgic 4 |y (©byawmno Vg oa20) 65w
JSiin )l2d LT jl (50 45 (55950 > 45 1ea$)S a3 )
bLS)l 9 3948 Jac 3ly olusidin ploic 4 (695> b
O G825 (gh -39 @ 5S> (slwaSaip Ly aSai
) 3,5 o3lii_wl VRRP JS_Sgy jl olo_se Eoibso
Jolaw g 639 3)l3liuwl ISy HSRP M5 JS 5,

DS e iy o jl j—s o3-S 35
S 3gibsn iyy25 VRRP 69, S Sy WRRP JS_jigy )3
olgie 4 Cwl )h8 45 Cwl (ROOL ) wo 400 Jolid
IS 2 JSS9 ol > 35 Joae )53 pluidiy
=Blg IP 40)>T jo eglc 09,5 S gdic ol puuno
bL)l 9 390 pahaiS glissgs slo"hwlg (g9) 45
Gl IP 50)dT S )1 S50 polyd |y LT (glasuis
EROLwe 400 (5 (5ilae 9T ol A j05
39290 Wi plus 9 Col S)iliio 09,5 S gide
Default Gateway (ylg—ic 4 (gjlowo ()3T T jl dSuds y>
) Olpswno Sy VRRP 89, 5 Sy 55 .3 iiS o o3l ul
Rl g 3¢ i 50 (,-8)20 (Master) Lol Gateway (lg_ic
A g0 (Backup) ¢lusiin cdls 4 ol weo



1o | (yliaw sl |.3.|‘ s 3Sy0 doliyad

192.168.100.0/24 B I 192.168.200.0/24

Server

VRRP Js5g,0 (5jwwesley (592l 1) JSii

ELOL o (gaa® (o Syiiio (gjlae IP sl gleo ©hgiws jI VRRP JSigp (gain)Sn sh= 5 y9-b o
Default  (ylg—ic a4 a5 < wl VRRP 89, 5 S guac S (50 03laiuwl y ;
Pri- .39 4050 (;-9520 aSuid Wljag=i (g4 4y Gateway 1. Router(config-if)#vrrp <group number> ip <virtual
OloTs0 45 el (—glgl jlade hLad oo ority Value ip address>
S gac Ol we il Sy, o (gl 254 L5151 2. Router(config-if)#vrrp <group number> priority
U5 (593w (gjlawesly (ho .3, S =i VRRP og, S <priority value>
1932 53 45 Jlhgiwd Ol wme jl S, > (1 VRRP 59, 3 6,la_s group number (§g—5 (glo,giw> 5>
S (50 )lg u ol 634 6315 ialed group yiohb )l o JS gy (il )d A5 (50 o ire |,
= Virtual ip address .a_&b 255 Ls 1l algs .0 number

Ri#configure terminal
R1(config)#finterface fastEthernet 0/0
R1(config-if) #vrrp 1 ip 192.168.100.1
R1(config-if) #vrrp 1 priority 150
R1({config-if) ftexit RL s s
R1(config)#finterface fastEthernet 0/1
R1(config-if) # vrrp 2 ip 192.168.200.1
R1(config-if)#texit

R2#configure terminal
R2(config)#finterface fastEthernet 0/0
R2(config-if) # vrrp 1ip 192.168.100.1
R2(config-if) #exit R2 Gl yuumno
R2(config)#tinterface fastEthernet 0/1
R2(config-if) # vrrp 2 ip 192.168.200.1
R2(config-if) fexit

R2#configure terminal
R2(config)#finterface fastEthernet 0/0
R2(config-if) # vrrp 1 ip 192.168.100.1
R2(config-if) #exit R3 Ol o
R2(config)#finterface fastEthernet 0/1
R2(config-if) # vrrp 2 ip 192.168.200.1
R2(config-if)#texit

b o jl L.i,g).(b)s HSRP JSJQ)J Lg,\.ub)s.u | Joaz

LOKI I3l 51 oslicieal b VRRP gy 55 (53bo 3p0 dlas (sbjgal l P




18aF | yliaw olKidsl> le-l' s 3Sy0 doliys

23 3 gy50 olwiuin > a3 R3 9 R2 glowb e VRRP JS59,3 (63-0)5Sw 9 (§9-9 wlygiwd (93,5 3)lg jl 3=y
Show vITp jgiws (43)53)lg L by puwno dw jl Sy o Ghyawo o 09)_§).) R3 9 R2 ¢ RT Lbyyuwwo 4wy )
L |y virp wlagssis 3_lg3 ;e Privileged EXEC k_u=s > Olo—ie 4 Cwl (g S tglgl jlade ghl> « SR

(4932 oS iv) 3 uS s3oliine J oS lLib> 9 39 b 50 aiblii (Master) Lol Default Gateway

Rl#show vrrp

FastEthernet0/0 — Group 1
State is Master
Virtual TP address is 192.168.100.1
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1.000 sec
Preempt.ion enabled

Priority is 150
Master Router is 192_168.100.2 (local), priority is 150
ater sement interval is L.000U sec

Master Down interval is 3.414 sec

FastEthernet0/1 - Group 2
State is Backup
Virtual IP address is 192.168.200.1
Virtual MAC address is 0000.5e00.0102
Advertisement interval is 1.000 sec

P tion enabled

Priority is 100
ster Router is 192.168.200.4, priority is 100
ster sement interval is 1. sec J

Master Down interval iz 3.609 sec (expires in 3.413 sec)

RT GUjpsuno 55 VRRP JSgy aabsis oldje Ginlas 2 JSib

|R2ishow vITp

FastEthernet(/0 — Group 1

State is Backup

Virtual IP address is 192.168.100.1
Virtual MAC address is 0000.5e00.0101

Advertisement interval is 1.000 sec

Preemption enabled

Priority is 100

Master Router is 192.168.100.2 iority is 1

Master Advertisement interval is 1.000 sec

Master Down interval is 3.609 sec (expires in 3.161 sec)

astEthernetQ/1 - Group 2

State is Backup

Virtual TP address is 192.168.200.1
Virtual MAC address is 0000.5e00.0102

Advertisement interval is 1.000 sec

Preemption enabled

Priority is 100 |

Master Router is 192.168.200.4, priority is 100

Master Advertisement interval is 1.000 sec

Master Down interval is 3.608 sec (expires in 2.921 sec)

R2 GUjpuuno 55 VRRP gy b5 ol Ginlas 13 JSib

|R3i5how vITP

|FastEthernet0/0 — Group 1

State is Backup

Virtual TP address is 192.168.100.1
Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1.000 sec
Preemption enahled

Priority is 100

Master Router is 192.168.100.2, priority is 150

Master Advertisement interval is 1.000 sec

Master Down interval is 3.609 sec (expires in 2.721 sec)

astEthernet(/1 - Group 2

State is Master

Virtupal IP address is 192_168.200.1
Virtual MAC address is 0000.5e00.0102
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 100

Master Router is 192.168.200.4 {local), priority is 100
Master Advertisement interval is 1.000 sec

Master Down interval is 3.609 sec

R3 ©byyamo y3 VRRP JSSgy0 pukeid ©ldie Giled :4 JSi

1P | LOKI it 5 ostasial b VRRP Sy )3 (i 350 ala> Gitjsal
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b jaws (p—p 45 |y VRRP (sloplen 3_slgi 50 Privileged EXEC by=s )5 debug virp )giiws jl eslasiwl L ¢ysixe
(69 5 (gloJSib) 1S 6oL X9 id(50 a3l

R1¥debug vrrp

VRRP debugging is on

R1#

*Mar 1 00:04:50.031: VRRP: Grp 2 Advertisement priority 100, ipaddr 152.168.200.4
*Mar 1 00:04:50.031: VRRP: Grp 2 Event — Advert higher or equal priority

*Mar 1 00:04:50.279: VRRP: Grp 1 sending Advertisement checksum 2452

*Mar 1 00:04:50.823: VRRP: Grp 2 Advertisement priority 100, ipaddr 152.168.200.4
*Mar 1 00:04:50.823: VRRP: Grp 2 Event — Advert higher or equal priority

R1#

*Mar 1 00:04:51.219: VRRP: Grp 1 sending Advertisement checksum 2452

*Mar 1 00Q:04:51.707: VRRP: Grp 2 Advertisement priority 100, ipaddr 1592.168.200.4
*Mar 1 00:04:51.711: VRRP: Grp 2 Event - Advert higher or equal priority

*Mar 1 00:04:52.031: VRRP: Grp 1 sending Advertisement checksum 2452

R1#

*Mar 1 00:04:52.643: VREP: Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
*Mar 1 00:04:52.643: VRRP: Grp 2 Event - Advert higher or equal priority

*Mar 1 00:04:52.839: VRRP: Grp 1 sending Advertisement checksum 2452

*Mar 1 00:04:53.451: VRRP: Grp 2 Advertisement priority 100, ipaddr 152.168.200.4
*Mar 1 00:04:53.451: VRRP: Grp 2 Event - Advert higher or equal priority

R1#

*Mar 1 00:04:53.795: VRRP: Grp 1 sending Advertisement checksum 2452

*Mar 1 00:04:54.379: VRRP: 6rp 2 Advertisement priority 100, ipaddr 192.168.200.4
*Mar 1 00:04:54.379: VRRP: Grp 2 Event - Advert higher or equal priority

*Mar 1 0{Q:04:54.643: VRRP: G6rp 1 sending Advertisement checksum 2452

RT GUjpawns 55 VRRP (cloplisss 030 livs :5 JSis

RZ2§#debug vrrp

VERP debugging is on

R2§

*Mar 1 00:05:34.411: VRRP: Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
*Mar 1 00:05:34.415: VRRP: Grp 2 Event — Advert higher or equal priority

*Mar 1 00:05:34.571: VRRP: Grp 1 Advertisement priority 150, ipaddr 192.168.100.2
*Mar 1 00:05:34.571: VRRP: Grp 1 Event - Advert higher or equal priority

*Mar 1 00:05:35.319: VRRP: Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
*Mar 1 00:05:35.319: VRRP: Grp 2 Event — Advert higher or equal priority

R2§

*Mar 1 00:05:35.451: VRRP: Grp 1 Advertisement priority 150, ipaddr 192.168.100.2
*Mar 1 00:05:35.451: VRRP: Grp 1 Event — Advert higher or equal priority

*Mar 1 00:05:36.227: VRRP: Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
*Mar 1 00:05:36.231: VRRP: Grp 2 Event — Advert higher or equal priority

*Mar 1 00:05:36.323: VRRP: Grp 1 Advertisement priority 150, ipaddr 192.168.100.2
*Mar 1 00:05:36.327: VRRP: Grp 1 Event — Advert higher or equal priority

RZ2§

*Mar 1 00:05:37.051: VRRP: Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
*Mar 1 00:05:37.051: VRRP: Grp 2 Event — Advert higher or equal priority

*Mar 1 00:05:37.191: VRRP: Grp 1 Advertisecment priority 150, ipaddr 192.168.100.2
*Mar 1 00:05:37.195: VRRP: Grp 1 Event — Advert higher or equal priority

*Mar 1 00:05:37.927: VRRP: Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
*Mar 1 00:05:37.927: VRRP: Grp 2 Event — Advert higher or squal priority

R2 Gl puo 53 VRRP (sloplsy 6a0line :6 JSis
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[R3#debug vrrp

[VRRP debugging is on

R3#

*Mar 1 00:14:53.119: VRRP: Grp 2
*Mar 1 00:14:53.619: VRRP: Grp 1
*Mar 1 00:14:53.623: VRRP: Grp 1
*Mar 1 00:14:54.043: VRRP: Grp 2
R3¢

*Mar 1 00:14:54.543: VRRP: Grp 1
*Mar 1 00:14:54.547: VRRP: Grp 1
*Mar 1 00:14:55.011: VRRP: Grp 2
*Mar 1 00:14:55.351: VRRP: Grp 1
*Mar 1 00:14:55.351: VRRP: Grp 1
R3¢

*Mar 1 00:14:55.963: VRRP: Grp 2
*Mar 1 00:14:56.247: VRRP: Grp 1
*Mar 1 00:14:56.247: VRRP: Grp 1
*Mar 1 00:14:56.771: VRRP: Grp 2
R3F

*Mar 1 00:14:57.147: VRRP: Grp 1
*Mar 1 00:14:57.147: VRRP: Grp 1
*Mar 1 00:14:57.671: VRRP: Grp 2
*Mar 1 00:14:58.039: VRRP: Grp 1
*Mar 1 00:14:58.{039: VRRP: Grp 1

sending Advertisement checksum F250
Advertisement priority 150, ipaddr 192.168.100.2
Event - Advert higher or egual priority

sending Advertisement checksum F250

Advertisement priority 150, ipaddr 192.168.100.2
Event - Advert higher or equal priority

sending Advertisement checksum F250
Advertisement priority 150, ipaddr 192.166.100.2
Event - Advert higher or equal priority

sending Advertisement checksum ¥250
Advertisement priority 150, ipaddr 192.166.100.2
Event - Advert higher or equal priority

sending Advertisement checksum F250

Advertisement priority 150, ipaddr 192.168.100.2
Event - Advert higher or equal priority

sending Advertisement checksum F250
Advertisement priority 150, ipaddr 192.168.100.2
Event — Advert higher or egual priority
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‘ codename loki

[F]= =% 24

MPLS ROUTlNGiaan_u:n—mdS dotiq arp
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1o | (yliaw sl lei s 3550 dobys

Al 8340 0313 (ilad 0391 Cuwd 4 a8y dy pla 8l LOKI Hl5 8l ccuwwl 63 (asx_ire
59w 50 JA93) aSu b j> 4S5 3 iS50 VRRP (sLoplewn

. codename_loki - I X
% 2 o4

MPLS | ROUTING  HOT-STANDBY |icmps | 1cp-mds  dot1q | arp |

hapvlabapybid) v pimad,
| Source P D Friority Status

1192.168.100.2 192.168.100.1 1 150 Seen

Options | Getr |
[ Do gratuitous ARP

I Release IP ‘

[1] VRRP: Got new peer 192.168.100.2

LOKI ,lj8l0y5 Jaings VRRP (glovaliny cudlyys 9 JSid

s Egyiis LOKI I3 810y GET IP (gaaS> (p3pmiid g g LOKI a_iSs0 0amlie 9 JS_ib )5 45,5 bpylad
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@ codename loki = a X
% 2 -d

MPLS | ROUTING | HOT-STANDBY | icmpé | tep-md | dotiq | arp
Source P ID Priority Status

192.168.100.2 192.168.100.1 1 150 Taken

Options [ cer |
[ Do gratuitous ARP

| Release P |
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s 3Sy0 doliys

2#debug vrrp
debugging is on
#

*Jul 11 11:20:15.543:
*Jul 11 11:20:15.543:
*Jul 11 11:20:16.219:
*Jul 11 11:20:16.219:
*Jul 11 11:20:16.539:
*Jul 11 11:20:16.539:
R2#

Grp 2 Advertisement priari.ty 100- iplddr 192.1668.200.4

Grp 2 rtj.u-nnt priority 100, ipaddr 192.168.200.4
ﬂrpZ!vnnthndvarthigha:orequnlprioﬂty

*Jul 11 11:20:17.223:
*Jul 11 11:20:17.223:
*Jul 11 11:20:17.547:
*Jul 11 11:20:17.547:
*Jul 11 11:20:18.223:
*Jul 11 11:20:18.223:
R2#

*Jul 11 11:20:18.543:
*Jul 11 11:20:18.543:
*Jul 11 11:20:19.227:
*Jul 11 11:20:19.227:

" oe

L éé%%%% HHEE

L
Fﬁ’ul 11 11:20:19.551:
*Jul 11 11:20:19.551: VERP

Grp 1 Advurtimnt priority 255. i.pldir 192.166.100.5

Grp 2 Advertisement priority 100, ipaddr 192.168.200.4

Grp 2 Event - Advert higher
Grp 1 Advertisement priority 255, ipaddr 192.168.100.5
Grp 1 Event — Advert higher or equal priority

Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
Grp 2 Event — Advert higher or equal priority
Grp 1 Advertisement priority 255, ipaddr 192.168.100.5
Grp 1 Ewvent - Advert higher or equal priority

Grp 2 Advertisement priority 100, ipaddr 192.168.200.4
Grp 2 Event — Advert higher or equal priority

or equal priority

Ritdebug vrrp

VRRP debugging is on

R3#

*Jul 11 11:18:54.787: VRRP: Grp 1 Advertisement priority 255, ipaddr 192.168.100.5
*Jul 11 11:18:54.787: VRRP: Grp 1 Event - Advert higher or equal priority

*Jul 11 11:18:54.975: VRRP: Grp 2 sending Advertisement checksum F250

*Jul 11 11:18:55.787: VBRRPY Grp 1 Advertisement priority 255, ipaddr 192.166.100.
*Jul 11 11:18:55.787: VRRP 1 Event — Advert or fori

R34

*Jul 11 11:18:55.987: VRRP: 2 Advertisement checksum F250

*Jul 11 11:18:56.795: VRARP7 Grp 1 Advertisement priority 255, ipaddr 192.1668.100.5
*Jul 11 11:18:56.795: VERP 1 Event - Advert 1 priori

*Jul 11 11:18:56.991: VRRP: Grp 2 sending Advertisement c.haclmml F250

IR3#

*Jul 11 11:18:57.795: VBRP: Grp 1 Advertisement priority 255, ipaddr 192.1668.100.5
*Jul 11 11:18:57.795: VRRP: Grp 1 Event - Advert higher or equal priority

*Jul 11 11:18:57.991: VRRP: Grp 2 sending Advertisement checksum F250

PJul 11 11:18:58.795: VRRP: Grp 1 Advertisement priority 255, ipaddr 192.168.100.5
*Jul 11 11:18:58.789: VRRP: Grp 1 Event - Advert higher or equal priority

R3#

*Jul 11 11:18:58.991: VRRP: Grp 2 sending Advertisement checksum F250

*Jul 11 11:18:59.791: VERP: Grp 1 Advertisement priority 255, ipaddr 192.168.100.5
*Jul 11 11:18:59.795: VERP: Grp 1 Event - Advert higher or equal priority

*Jul 31 11:18:59.995: VERP: Grp 2 sending Advertisement checksum F250
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18aF | yliaw olKidsl> le-l' s 3Sy0 doliys

[R1#show vrrp

[FastEthernet0/0 — Group 1
State is Backup

Virtual TP address is 192.166.100.1

Preemption enabled

Virtual MAC address is 0000.5e00.0101
Advertisement interval is 1.000 sec

Priority is 150

Master Router is 192.168.100.5, priority is 255

FastEthernet0/l1 - Group 2
State is Backup

Preemption enabled
Priority is 100

Master Advertisement interval is 1.000 sec
Master Down interval is 3.414 sec (expires in 3.102 sec)

Virtual IP address is 192.168.200.1
Virtual MAC address is 0000.5e00.0102
Advertisement interval is 1.000 sec

Master Router i=s 192.168.200.4, priority is 100
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec (expires in 3.233 sec)

|R2 {config-if)4#do sho vrrp

FastEthernet0/0 - Group 1
State is Backup

Virtual IP address is 192.168.100.1

Preemption enabled

Virtual MAC address is 0000.5e00.0101
Aidvertisement interval is 1.000 sec

Master Bouter is 192.168.100.5, priority is 255

L;P:i.ority is 100

FastEthernet/1 - Group 2
State is Backup

Preemption enabled
Priority is 100

ster Advertisement interval is 1.000 sec
Master Down interval is 3.6092 sec {expires in 2.717 sec)

Virtual IP address is 192.168.200.1
Virtual MAC address is 0000.5e00.0102
Advertisement interval is 1.000 sec

Master Router is 192.168.200.4, priority is 100
Master Advertisement interval is 1.000 sec
Master Down interval is 3.609 sec (expires in 3.413 sec)
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il p—=slgi0 R3 9 R2 g RT slowby o jl —S0 )
2 .a—xS s3lai_wl show vrrp ¢ debug vrrp (glo)giw>

Gy )3 debug vrrp jgiwd gh—=l Zolis 16 JS i

® codename loki = o »

T——
IMPLS  ROUTING | HOT-STANDBY |icmp6  tcp-mdS | dotlg arp
hsrp-v2 hsrp bfd | viTp virp-v3
Source P
192.168.100.2 192.168.100.1

ID Pricrity Status
1 150

Released

Options
] Do gratuitous ARP

Get [P
Release IP

LOKI ,lj8leys Jaings VRRP (gloveliy Jlsyl ¢r3)5 wbgio g alas ¢yily ol 4 115 JSis

*Jul 11 11:33:01.359: VRRP:z Grp 1 Event — Master down timer expired

*Jul 11 11:33:01.359: [$¥VRRP-6-STATECHANGE: Fa(/0 Grp 1 state Backup —> Master
[R1#

*Jul 11 11:33:01.363: | VRRP: tbridge smf update failed

*Jul 11 11:33:01.363: |VRRP: Grp 1 sending Advertisement checksum 2452

*Jul 11 11:33:02.279: VRRP: Grp 2 Advertisement priority 100, ipaddr 152.168.
200.4

*Jul 11 11:33:0Q2.279: VRRP: Grp 2 Event — Advert higher or equal priority
[R1#

*Jul 11 11:33:02.367: VRRP: Grp 1 sending Advertisement checksum 2452

*Jul 11 11:33:03.279: VRRP: Grp 2 Advertisement priority 100, ipaddr 152.168.
200.4

*Jul 11 11:33:03.283: VRRP: Grp 2 Event — Advert higher or equal priority
*Jul 11 11:33:03.367: VRRP: Grp 1 sending Advertisement checksum 2452
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