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System Status Network Services Firewall IPFire Logs Traffic: In 12.23 kBit/'s Out 0.00 Bit/s

Net-Traffic graphs (extemal)

redO Graph
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Traffic on redo per Hour
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Caption Maximal Average Minimal
O Incoming Traffic 537.5 kBps 33.6 kBps 503.5 Bps
@ Outgoing Traffic 11.6 kBps 583.2 Bps 4.3 Bps

DNSSEC Information

Nameserver Status

8888 DNSSEC Validating
192.168.1.1 DNSSEC Not supported

IPFire 2.15 (i586) - Core Update 82 IPFire.org * Support the IPFire project with your donation
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DiffServ/DSCP 802.1p match/set dimiters ALTQ ; Jl.i, Traffic Shaping
State Table Controls
Redundancy/High Availability

o Codguze (san loj le bl 2
cel wlg  CARP+pfsync+XMLRPC Config sync ;i eslal L
(Gl 505 Jlg 8 g0 JBlos) 0as Olpgans yole w1 als
L NPT .Outbound NAT .NAT »:\ Port Forwarding <. L
NAT ) salaiu
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L2TP Open VPN JPSec ;| sl
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Wireless Access Point

Nat

Multi-WAN
Inbound Load Balancing
Network Diagnostic Utilities
VPN
PPOE Server
RRD Graphs
Traffic Graphs
Dynamic DNS
Captive Portal
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DHCP Server
SSH L syt SSH
GRE GIF LAGG/LACP VLAN ;| il Virtual Interfaces
QinQ .PPPOE/PPTP/L2TP/PPP WANS

DNS 5,5 053 g 15 Dns Forwarder/Resolver
S i b Proxy Server

ClearOS  -¥

s 0315 dnwgi S gid REAHAL (gasens Lululy atils HPE sla gy b sl Slssean a5 1l oy
5 (OBh) Jsome saeud 55 50 Il cnl 0,8 ookl 53 Dlyypne S lsie @ Glsiee T 5l g 2o
Mail Gateway AntiVirus 4 ;lss oo oyl slo S5 51 ol oo &3l (a3 <o 5 L) ()l (gasens
3,5 o,Lsl ...g Mail AntiSpam AntiVirus

€ (7 https://demo77.clearos.com:1501/app/system_report =

@ @ DASHBOARD &  MARKETPLACE bd SUPPORT 9(0 ROOT

Q & The System Report provides information on the operating system and underlying hardware.
8 Cloud
System Details System Report
ﬁ Gateway S
Item value Vendor ClearFoundation
ﬁ Server Version  205-1
Version ClearOS Community release 7 Alpha (Alpha 1)
Support Policy oe
@ Network Kernel Version 3.10.0-123.9.3.¢/7x86_64
System Time. Mon Dec 29 01:31:56 MST 2014 Details  Uninstall  Rate App
@ System
CPU Model Intel(R) Xeon(R) CPU E5645 @ 2.40GHz
? Reports Memory Size 1.95GB
Network Uptime 20 Days 15.2 Hours
Network Report Load 077036022

System

Resource Report

System Report
‘ o N Filesystem Summary

ClearOS i Jlgs 5l oles — ¥ IS

2,5 o)lal Jiag w4y Hlgi oo T (S (et )

Snort ;1 sslexwl b IDS
PPTP «OpenVPN «IPSec VPN
Sosliial L) (g g 0o Lawssi ] (oy 0 iz 5 (o5as & lime S 0,8 LS Web Proxy
(Squid, DansGuardi
Webmail, Postfix, SMTP, POP3, IMAP ;| l.s, E-Mail Services
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Kolab ;I eslizul b Groupware
CUPS .Samba ;! eslizul L File And Print
Services
smtp «<smb «ftps «ftp <https <http sls JSGg, 51 Slois Flexshares
WAF
(High Availability) ol 58, cws 5l LmalS lp oad )b MultiwAN
LAMP stack ;i eslasl b (s3lw ooy Database And Web
Server
Untangle-¥

So o 1y oyl 5l T uile wlle slp Leds 4 &S ol pled 5 ol oo UTM e Untangle
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Apps | Config < -
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Q settings || @ tiep | :
Administration
@ [Ny Spyware Blocker
ke
()
Email 1
l;] me Q Settings || @ Hep |
n Local Directory eSoft Web Filter Pages scanned
i oo IEMEEE
Pages passed 4272‘2
§ veorese Q settings || @riep | pessestypos
Virus Blocker SCAN [ 20006}
© System oo —)
: an oacs —)
@ setings || @il | rewove f—
& B System Info
- Intrusion Prevention Ssssons scannes
Ik cerecr RS 0]
— BLOCK Sessions biocked )
Q settings || @ Help |
"'7 Protocol Control
BLocK )
oereor )
Q Settings | @ Hep |
) Services
i‘ WAN Failover Reconnected J—— P ]
Secroces | I —— —
Upt crangn [ —)
Q settings || @Hep | AN hange —)
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QOS5 )5 4 azsi Ly

aib by JysS

IPS (salasg 42 a5 ) (g9 355 5| (5,5 5>
Mail Server ,s Spam e Lo 55,9 5 5 25 ol>
Active Directory ulul, Jlasl 5 505 (3,155

IPS
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el

Branding Manager
WAN Failover

WAN Balancer
VPN
Application Control

Web Cache
Bandwidth Control

Virus Blocker
Spam Blocker
Directory Connector

Web Monitor
Phish Blocker
Intrusion Prevention
Reports
Ad Blocker

Captive Portal

Smoothwall -0

ool w3l e odiay e Elgl 5l g 009 wiecl> i IPChaIN 5l soliiwl s 4y a5 25T Jlgps ol
Sl a8l anwgs (WS ) Redhat gases

1 E g
W Xpress
Control About Services
shutdown | help =
status advanced traffic graphs bandwidth bars traffic monitor my smoothwall |
Pertinent information about your Smoothie, current configuration and resource usage
Memory:
Total Used Free Used % Shared Buffers Cached
Mem: 126936 44868K B2268K OE  §820K 25000K
Total: 253936 44668K 20926BK 17%
Disk usage:
Filesystem Mount point Size Used Available Used %

Jdev/hda4 ! 136 1874 126G 2%

Jdev/hdal /boot 20M 3.6M 16M 19%

/dev fhda3 fvar/log 6.1G 3IM 5.8 1%
Inode usage:

Filesystem Mount point INodes Used Free Used %

J/dev/hda4 1614848 275285 1587323 (2%

J/dev/hdal /boot 2592 an 2572 1%

/dev/hda3 Jvar/log 208960 34 808926 [1%
Uptime and users:

09:01:18, up 15 min, 0 users, load average: 0.00, 0.00, 0.00
User TTY Login time Idle JcPu PCPU What

Smoothwall 57 Jlgs 5 olei — 0 JS

Y
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Static Ethernet, DHCP Ethernet, PPPoE, PPPoA External Connectivity
Black List « a>gL Filtering
Qos
IP g asss ol )0 4 amgils Traffic Stats
SN0t (yilg8 5055 Sl yjg,4 4 azsils IDS
UPNP ;| ol UPNP
Sty o9 L e Gl (6l (S 9 0 5l (Sl Proxy
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Traffic Graphs
xS Oy s sl Backup
053 lyje e Updates
oy 3o mulati g uag e o) Time Service
35 yeie Sa ke
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Sdxe LgLaJSP 3 sl

Shorewall-#

320 cpl sl GNU WS 5 (sl 5boyie (sla 2T Jlgs o ogama 5l 500 (o Shorewall 5T 1500

i ;0,8 yibs Netfilter
Router , Firewall , Gateway oy Sl 51 03,28 s 5 iy
P yeie So e

Webmin i Ju8'L )5 S5 L,
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Port Forwarding & Masquerading
VPN

IPcop -V

s 3510218 55 2 eyl s & IPCOP ool by (S5 (slas23l Jlses 51 (S IPCop
‘) Q—‘ o pde g W) L5'>‘).'o @P Ew U”"‘S—‘ )‘5.1& uJ‘ <9 Jaab oS L;o)ls)‘;bl.; cu.a‘ ‘M).,)IS o pde
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) IPCop - Network traffic graphs - Mozilla Firefox v .—JEJLI
fle Edt Vew Go Bookmarks Tools Help e
@ = E> ¥ @ @ @ |° https://192. 168.20. 17:445/cgi-bin/graphs. cgi?graph=network ﬁ LI @ Go I@,Jasonﬁourne
{94 @ IPCop - Network traffic graphs |
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GREEN Graph

The statistics were last updated at: Tue Dec 14 03:05:17 2004

Trafic sur GREEN (Graphique suivant Jour)
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04:00 08:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00

@ Traffic entrant (octets par seconde)
M Traffic en sortie (octets par seconde)

Maximal Entrée: 19,941 Keps Moyenne Entrée: 4,813 kBps En cours Entrée: 97,433 Bps
Maximal Sortie: 130,978 keps Moyenne Sortie! 25,654 kBps En cours Sortie: 3,562 kBps
RED Graph

The statistics were last updated at: Tue Dec 14 03:05:18 2004

Trafic sur RED (Graphique suivant Jour)
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431430 1901 2

100 k

octets par seconde

04:00 08:00 08: 00 10:00  12:00 14:00 1€:00 18:00 20:00 22:00 00:00  02:00

@ Traffic entrant (octets par seconde)

M Traffic en sortie (octets par seconde)

Maximal Entrée: 130,209 kBps Moyenne Entrée: 25,627 KBps En cours Entrée:  3.561 kBps
Maximal Sortie: 19,449 keps Moyenne Sortie! 4,809 kBps En cours Sortie: 97,375 Bps
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Edit Help

About Gufw

Gufw 10.10.1

Graphic user interface for ufw
© 2008-2010 The Gufw project

http://gufw.tuxfamily.org

| gyCredits | | License | (]

r"jﬂ._Ad__d 7-\, Remove
Listening Report

Protocol Port  Address Application
TCP 58533 *
UDP 36671 *
UDP 39698
UDP 5353 * avahi-daemon
UDP 6771

transmission
avahi-daemon

transmission

transmission

CH j D

UFW g;ﬁi<ﬂgio }‘Lsibﬁ-— Y Lbli

IP\/6 j‘Lfbﬂﬁgi
On/Off =bisal L saxe LOGQING (sls aiy 35

Condg 59,5 Hgsile
BERVEESIS R SYINEL
Lo ety b plesl ol

Soilss ol (s (9saipdhol 5 (39,5 i [0 S il

Sy
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ool (6l 43S cpl el aS by gy (81 died 08 S g sla 23T les 5l s  So Vuurmuur
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Edit Rule

F12:help F5:advanced F6

ping F10:back

Edit Rule: 243

sanctorium

Service

From

To

Comment

Action =

Options

(KT Los (0 Prefix
Shaping

squirrel . zoo.dmz

FTP bezoek aan de site. Priority

Outgoing maximum rate

Incoming guaranteed rate

orld.inet Incoming maximum rate

Outgoing guaranteed rate

.inet
world.inet
world.inet

Vuurmuur zsT jlgs 5 ol — A S
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IPV6 ;| Sloes
S a4 e s
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Endian -V«

(b o Hlgie 4 ol o a5 col Stateful sla atns cwyp porie p e ST les ENdian
.ols axwgs OpenVPN | Gateway VPN 4 .55

Logout [§'® Heip E§

System Status Network Services Firewall Proxy VPN Logs and Reports
Dashboard Dashboard
Network configuration Dashboard Settings
Event notifications Show settings
Updates n efw-community.localdomain E 3l Network Interfaces
Passwords
Web Console Appliance Community Device Type Link Status In Out
Version 321 v b
Je— s v bri ethernet Up Up 0.0KB/s 0.0 KBfs
Uptime 15m @ eth2 ethernet up up 0.0KB/s 0.0 KBfs
GUI settings Community -~
Backup Account “ brz2 ethernet up up 0.0KB/s 0.0KB/fs
a eth3 ethernet up up 0.0KB/s 0.0KB/s
Shutdown -
vl ethl ethernet Up Up 0.0KB/s 0.0KB/s
n Signature updates _
el bro ethernet Up Up 0.4KB/s 0.5 KBfs

(0]

etho ethernet Up Up 0.4KB/s 0.6 KB/s
Incoming traffic in KB/s (max. 6 interfaces)
1.25

No recent signature updates found

5 = bri
n Hardware information 100 =
M cthl
 C— .
CPU1 0% 075 W bro
Memory  Emm———lam T | o U
967
 — 025
Swap 0% o
Main disk [ 44% 1.56 0.00
Data disk B 9% 3.1G Outgoing traffic in KBfs (max. 6 interfaces)
: 4.0
Configuration g gy, 150m ort
disk - o2
. 3.0
Log disk 0 6% 26 M cthl
20 | bro
n Services (Live Log) o \
Intrusion Detection OFF
0.0
SMTP Proxy OFF
HTTP Proxy OFF
POP3 proxy OFF jadl Uplinks
Name IP Address Status Uptime Active Managed
Main uplink 192.168.122.243 UP od oh 12m 75 & g ‘3

— = Backup uplink

Endian LT jlgs 5l ol — 4 JSo

a8 ,bgs 15T lgeo
Snort 9 3l (6 ety
HTTP S FTP lo S5 b j50 05 0355 00l oS0
o URL o S g g g
Greylisting SMTP 4 POP3 ST b g pmae 30,5 el Sl
IPSec VPN
S (23ly ooy SY

\Y
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"CSF -

Stateful Packet Inspection sgeie p» e CSF .ol pdy gdad sla 5T g0 5 (SO ans oyl
OpenVZ Vmware XEN ysxen (g3losile solae olos Lu)m au;S opl a8 e 5 (SPI)
5,5 wles Sl 1) Virtual Box ¢ KVM

COquSmrv
"\ Swuny s ConfigServer Security & Firewall - csf v6.33
Ficowall
[ Firewall Status: Enabled and Running

Server Information

(ISR  Perform a basic security, stability and settings check on the senver
Firewall Information View the csf+ifd readme txt file

Watch System Logs Watch (tad) various system log files (listed in csf syslogs)

Search System Logs Search (grep) vanous system log fes (listed in csf syslogs)

View the last 100 iptables log lines

View ¥d Statistics View Ifd blocking statistics

UCTRSTETTNRS TS Vigw basic system statistics

Upgrade

You are running the latest version of csf. An Upgrade button will appear here i a new version becomes available

‘csl - ConfigServer Firewall

QTR Pre-configured settings for Low. Medium or Migh firewall secuity

CSF il Jauo 3§ alei— Vo S

Slxsgs
Login Failure Daemon SSH b jules (gl yg 0 45 5955 SMSie s
kool sAlert sos S
Cpanel, Webmin, Direct Admin Cgme sla o S b plesl
Sig S Cony G5k ] e a5l Gty odliinl 5 S oSt slaan ] oled
ass i INtrusion detection v cydls
oSk S g 5l il

9 3l ookl sgas s
Stop 4 Restart Start wllee ;o5 ol

' ConfigServer Security Firewall
\Y




